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Abstract

US federal law enforcement operations occurring between 2001 and 2005 attempted to
disrupt the online piracy scene, targeting copyright piracy rings known as 'warez groups'. Previous
work on warez groups has demonstrated a paradoxical situation where attempts to curtail warez
group activities through policing and advancements in DRM only further encourage such groups
to crack and distribute content. This study collected data on 93 convictions from these policing
operations to construct a crime script of these groups' motivations and modus operandi in the
release process. The results confirm previous findings that attempts to disrupt the activities of
warez groups are counterproductive. To avoid the paradox, this study suggests that industry
account for the motivations and modus operandi of these groups by creating DRM technologies
which allow un-cracked content to seep through the testing step of the script, thereby placing a
group's ability to obtain prestige at risk. Law enforcement should focus on apprehending crackers,
as they are the most significant step in the release process.
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scripts, file sharing, cracking
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Figure 1. Individual Motivations, Content Guardians, and the Potential for 
Counterproductive Prevention in the Warez Scene. 
 

 

 
As top release groups are responsible for the majority of releases distributed 

online (Goode 2010; Urbas 2006; CCIPS), and as these groups can be further 
motivated by counterproductive obstacles imposed on them, it is in the interests of 
industry and law enforcers to develop prevention strategies which take these 
motivations into account. This article examines the motivations and modus 
operandi of release groups through a situation crime prevention framework. 
Employing a crime script (Cornish 1994) of the release process, constructed 
through a U.S. Department of Justice court case dataset of 93 convicted digital 
copyright infringers, we identify policy initiatives relevant for attempts to disrupt 
release group activities. 

 
 

Situational Crime Prevention and Crime Scripts 
 
Situational Crime Prevention (SCP) is a criminological perspective that traces its 
theoretical roots to Routine Activities Theory (Cohen and Felson 1979) and 
Environmental Criminology (Brantingham and Brantingham 1981; Jeffery 1977). 
Traditionally, SCP research has aimed to seek methods of reducing opportunities 
for offenders to succeed in their criminal ventures through amendments in 
environmental and contextual factors affecting the commission of a criminal event 
(Cohen 1981). For example, in a recent study on scrap metal theft from 
construction sites, Kooi (2010) identified 18 techniques that could be applied to 
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reduce the commission of scrap metal theft, such as placing identification on scrap 
metal to discourage offenders from selecting it. By focusing on situational factors 
that facilitate a criminal event, SCP researchers aim to discover methods of 
reducing the opportunities for an offender to commit a crime (Clarke 1980; 1995). 
These include changing situational factors to increase the effort, increase the risk, 
reduce the reward, and/or reduce the provocation for an offender to offend, and/or 
remove excuses that offenders may use to justify their behaviors (Bullock, Clarke, 
and Tilley 2010; Clarke 1995). 







 

the second highest imprisonment rate (n=7; 64 percent) and served the longest 
mean terms of imprisonment (22 months), while none of the five crackers were 
sentenced to prison. 

 
Secondary Data 
 
By relying on court data, we are limited to the perspectives offered by defendants 
under threat of punishment (i.e., motivations and/or explanations of behavior that 
mitigate culpability), and by the courts’ aiming to increase culpability (i.e., 
explanations of behavior which may overestimate a defendant’s responsibility in 
the conspiracy). Additionally, although many people engage in this behavior, only 
a few are apprehended, and fewer are prosecuted; thus, the court data reveal only 
a slim minority of the larger distribution of warez scene piracy. This bias was 
partially reduced through the use of secondary sources. These included: DOJ 
press releases, websites containing interviews with warez group members,7 warez 
group nfo files and scene release charts,8 and the research literature.9 
 
 
The Crime Script Analysis 
 
The main aim of this article is to recreate the warez rele
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requirements, and visibility of each step to law enforcement. The steps are 
expanded upon below. 
 
Figure 2. Crime Script of the Warez Release Process 
 
 

 
 
Administrative Functions 
 
Individuals who completed this function filled the role(s) of Leader(s), Senior 
Member(s), and/or Council Member(s). The aim was to act as the decision-
making body for the group. Although not a formal “step” in the release process, 
administrators were heavily involved with the group’s activities, sometimes 
performing many different roles themselves. For example, a leader in the group 
MaGe was cited as also supplying content and testing content after it had been 
cracked (US DOJ 2007). Another individual, who acted as a senior member in 
Fairlight, performed all the steps of a release (supply, crack, test, package, and 
distribute) entirely by himself, by taking advantage of his position as an editor of 

  Administrative Function
Decision Making 
(Leader, Senior Members, and 
Council)

 

Step 1) Supply 
Č 

2) Crack
(Č 

3) Test  
ċ)

4) Package
Č 

5) Distribute 
Č  
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commercial 
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copyright 
protection 
features 
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content is 
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with 
copyright 
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Package 
content to 
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standards 

Distribute content 



 

a video game review magazine (USA v. Klienberg, Case Number 3:05CR49. D. 
CT, 2007). 

This entrenchment in the scene is exemplified by a former leader of MaGe in 
a letter to the judge describing his early involvement in the scene, stating: 

 
My involvement in the warez scene had become such a routine in my life 
that it completely went out of control 
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to at least eight FTP servers controlled by the group as a reward for his 
contributions to the group (USA v. Lerman, Case Number 3:05CR50. D. CT, 
2007); in contrast, Christopher Eaves, a supplier for the group aPC, was 
threatened with banishment from the group because of his lack of contribution 
(USA v. Eaves, Case Number 1:07CR00140, E.D. VA, 2007). Opportunities for 
acquisition of content can be categorized as acquisition through technical skill, 
acquisition through social position, and legal purchase. 

Acquisition through skill can be conducted using different techniques. Craig et 
al. (2005, 42–54) list these as: snooping of company FTP servers; purchasing 
content through credit card fraud; hacking into company computer systems; and 
social engineering (e.g., creating fake companies or aliases to deceive victims into 
supplying content). Many of these methods allow the group to receive the content 
prior to its commercial release date. Given these methods are learned, individuals 
with these skills may be more difficult to replace than other suppliers. These 
methods may rely on illegal means, thereby increasing the visibility of their 
actions to law enforcement. 

Acquisition through position does not specifically require skill, but depends 
instead on the individual’s employment or social contacts. For example, the FBI 
has claimed that groups such as Rabid Neurosis (RNS), an audio release group, 
acquire their content from music industry employees, CD manufacturing plants, 
and/or DJs or stores that receive copies in advance of commercial release dates 
(US DOJ 2009). This is the case for a number of individuals arrested during the 
DOJ policing operations examined here: Colin Roy Jacobson and Paul Sherman, 
for example, were both movie critics who received (and later sold online to warez 
groups) advance copies of review DVDs (USA v. Jacobson, Case Number 
5:06CR00477. N.D. CA, 2008; USA v. Sherman, Case Number 5:06CR00331. 
N.D. CA, 2007). Sherman sold an estimated 117 films to warez groups in advance 
of the commercial DVD release date. Acquiring content through position is less 
visible to law enforcement than employing the skillful means noted above. 

Legal purchase results in the slowest release of the three methods of obtaining 
content, as groups employing this method must wait for the product to be 
commercially released. This method was employed by a number of individuals in 
the court data, as many lacked either the social capital or skill to acquire content 
otherwise. The benefit of this method is that it can be performed by anyone and is 
invisible to law enforcement. 

Generally, the supply step in the crime script is a point of visible criminal 
behavior and a point in the chain where disruption is possible by industry. Once 
content has been transmitted by the supplier to the cracker, it is invisible to 
outsiders until the final step in the crime script. 
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The packaging stage does not ostensibly require any particular skill or 
privileged social position—one must merely know scene standards and know how 
to adequately convert files into their required formats and file sizes. 

 
Distribute 
 
With the content packaged into an appropriate format, the distribution step begins 
with a process called “pre’ing,” in which content is uploaded by couriers to a 
hidden section of the group’s/affiliates’ sites. Once this is done, site 
administrators are instructed through an IRC bot command to make the content 
accessible to individuals with access to these sites (Craig et al. 2005). After a 
group has successfully released content, it can be distributed globally within 
minutes to a series of very secure FTP sites, called top sites. From here, couriers 
trade the content between other sites (Howe 2005), and within hours it can trickle 
down to more accessible sites and eventually for p2p users to access (US DOJ 
2005b). 

It has been suggested that couriers outnumber all other roles in the scene 
combined (Craig et al. 2005, 137). However, in our dataset we found few of them 
(only five). Couriers may operate as part of the release group, as part of a courier 
group, or as independent traders (Lee 2002). Generally, couriers are rewarded 
with a credit system from each site, called ratio access (See Operation Copycat 
Indictment/Information such as USA v. Fish et al., Case Number 5:05CR00445. 
N.D. CA, 2008), that typically allots three download credits per one upload credit. 
Thus, if a Courier uploads 100mbs of data, he/she will be rewarded with 300mbs 
of download credits. Couriers are motivated through this reward scheme, as well 
as through ranking systems/magazines that rate couriers on their upload amounts 
(Lee 2002). There were five individuals in our dataset with the primary role of 
courier. Of these, limited data on the defendants’ activities are only available for 
two cases, which describe them as moving content from one site/computer to 
another (USA v. Gomez, Case Number 1:07CR00125. E.D.VA, 2007; USA v. 
Dickman, Case Number 5:06CR00054, N.D. CA, 2006).  

The distribution step is one of partial visibility to law enforcement, and the 
three operations in our dataset (Buccaneer, Fastlink, and Site Down) focused on 
this step to gain entry. For example, Operation Copycat, a sub-investigation of 
Site Down, was conducted by setting up a dummy site and then employing a 
confidential informant to convince warez groups to use it (See USA v. Fish et al., 
Case Number 5:05CR00445. N.D. CA, 2008), demonstrating the ability for law 
enforcement to surveil and apprehend individuals in these networks. 
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Discussion 
 
Prevention schemes must disrupt activities, through increased risk and effort or 
decreased reward (Cohen 1981), without further encouraging behavior through 
counterproductive prevention (Wortley 2001; 2003; Grabosky 1996). Thus, the 
question at issue is how to disrupt release groups when the methods used to 
prevent their behavior may serve only to further encourage it. Examining cases of 
individuals involved in release groups, motivations suggested by the existing 
literature are indeed present in this dataset, for example some individuals’ 
perceived rewards being gained through circumventing DRM and others from the 
prestige gained from releasing content. 

Digital content may be protected by two means: by industry, through DRM, 
and by law enforcement, through policing (Holsapple et al. 2008). Each of these 
may disrupt release group activities by increasing effort, increasing risk, reducing 
rewards, reducing provocations, or removing the excuses that offenders may use 
to justify their behaviors (Bullock, Clarke, and Tilley 2010; Clarke 1995; Cornish 
and Clarke 2003). Situational crime prevention is often concerned with modifying 
the environment, in order to control contextual factors that facilitate the 
commission of a criminal event. However, cybercrime is committed in a digital 
environment where authorities have little or no control. Thus, the traditional crime 
control methods suggested by SCP, such as screening exits, denying benefits, 
and/or discouraging imitation (Cornish and Clarke 2003) are difficult, if not 
impossible, to implement in the warez scene. Put simply, industry and law 
enforcement have no home field advantage, and such environmental 
modifications are impractical. 

As such, when applying these SCP concepts, some are more useful than 
others. First, the difficulty in employing a prevention strategy targeting 
justifications used by individuals in war



 

perceived by many in the warez scene to be not just a means, but an end in itself. 
For those seeking prestige, however, one suggestion might be to disrupt bragging 
channels or to disseminate disinformation. However, it is unlikely that industry or 
law enforcement could gain access to the private communication channels that 
these groups employ—and if so, more suitable disruptive measure could be 
employed, such as gathering information on individuals within the group, than 
interfering with their bragging opportunities. 

Thus, the two options which are left, from a SCP perspective, are to (a) 
increase the effort, or to (b) increase the risk involved with releasing content. 
With respect to increasing effort, this is typically an issue for industry and is 
difficult to prescribe—and as the challenge of cracking difficult DRM 
technologies may be a motivating factor 





 

ranked lower if they distribute ill-cracked content. End users will be frustrated and 
discouraged by wasting their time and download credits on bad or unusable 
content. The internal quality control methods typically employed by the scene 
would act against the release group’s interests by making the process of obtaining 
prestige far more risky. Thus, copyright protection features with a latent 
disruptive characteristic may make it possible to make the risk of releasing a type 
of content too high in the eyes of the warez scene. In other words, the potential 
loss of prestige and peer-approval within the scene may be so high that groups 
will avoid releasing software with this particular copyright protection. 

To give an example of this how this type of protection may operate, consider 
the following. Under The Game Scene Charts rules, the method of scoring 
releases is listed, detailing how games that require greater skill to crack are given 
more points. For example, a game with complex copy protections is worth 8 
points; whereas a game with no copy protection but with an installation key is 
worth 5.5 points (TGSC Editor 2010). A game protected by a simpler form of 
DRM would be less desirable as a release, as it would yield fewer points for the 
group. Additionally, if this DRM were to enact under a latent condition, after the 
content has already been in use, then the content might already be distributed, 
resulting in damage to the group’s reputation. As the content is valued less on the 
point scale, but carries a greater risk of failure, it may be a less desirable target 
and future content by that game developer may follow suit. 

Significantly, these features need not be more difficult or more obtrusive than 
current DRM technologies. In fact, they may even be more innocuous; they only 
need to be latent and activate, possibly randomly, at a period of time much later in 
the course of using the content. Of course, as with any copyright protection, the 
possibility for counterproductive prevention is present; however, by accounting 
for, and specifically targeting, motivations that drive warez scene piracy, the 
objective is not to increase effort, but to increase risk. As an added bonus, 
copyright protection features of this sort may foster an environment of uncertainty 
by allowing ill-cracked content to be shared amongst end-users. 

 
Law Enforcement 
 
Regarding efforts which may aid law enforcement in policing release group 
piracy, law enforcement may be able to increase the effort required for groups to 
release content. The crime script highlights two issues that aid in this endeavor: 
steps in the script which are more vulnerable to disruption, and steps which are 
visible to law enforcement. As a few groups are responsible for most of the illicit 
content available online (Goode 2010; Urbas 2006; CCIPS), targeting the most 
prolific groups would likely have the greatest utility. Operations Buccaneer, 
Fastlink, and Site Down seem to have done this by targeting the likes of DoD, 
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required by groups to release content. The cracking step is the most significant 
step, and as such, individuals who fulfill this role should be a higher priority for 
law enforcement than others within the group. Since these individuals operate 
clandestinely, law enforcement may surveil visible targets, such as those 
operating in the supply or distribution steps, to locate and apprehend crackers. 
This strategy may not require an increase in policing efforts—the same 
investigation strategy may be employed, just focusing on different targets—nor 
would it require an increase in the severity of punishment, as it has been 
suggested that many apprehended warez traders have a low probability of 
recidivism (DuBose 2006). Thereby, this strategy is less likely to further 
strengthen the ideology held by some members in these groups. 

 
 

Conclusion 
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need to be tested and implemented to disrupt this form of piracy. The situational 
crime prevention framework presented here shows that although it may be 
impossible to completely stop release group piracy, if the appropriate preventative 
and enforcement steps are introduced, it may be possible to disrupt and/or slow 
down the release process. As top release groups are responsible for the majority of 
content released (Goode 2010; CCIPS), it is in industry and law enforcements’ 
interest to target these groups in their disruption efforts. Future research should go 
further inside these groups and examine the social networks of individuals 
involved in release group piracy.19 An understanding of the interplay between 
both the micro (individuals, groups) and the macro (the size and structure of the 
industry) elements should also prove useful to future research and policy 
developments on digital piracy.  
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