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4.3

4.4%

4.5%

4.2.1.2% A teaching assistant or research assistant employed at a post-secondary educational
body, or

4.2.1.34 Other persons teaching or carrying out research at a post-secondary educational body;

4.2.2% Material placed in the University Archives or University Library by or for a person or agency
other than a public body; and

4.2.3% A record of a Service Provider that is not related to the provision of services for a public
body>>.

Disclose and disclosure means << to reveal, show, expose, provide copies of, sell, give or tell personal
information>>.

Employee means << a person employed for wages or salary by the University, including staff, faculty,
instructors and administrators>>.

Personal information means <<recorded information about an identifiable individual, other than
employees’ business contact information, such as:

4.5.1% names, home addresses and telephone numbers;
4.5.2% age/birth date;

4534 sex;

4.5.4% marital or family status;

4.5.5% identifying number (e.g., student or employee number, personal education number, social
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4.5.12% blood type;

4.5.13% employment history (e.g., personal data maintained on any employee file or stored in
administrative information systems such as HAPS and FINS, including applications; CVs,
references; recruitment and hiring; performance evaluations; renewal, tenure, promotion and
salary review; work schedules and absences; compensation, pension and benefits; finances and
financial awards; grievances; misconduct investigations and discipline; career counseling,
professional development and training; outside activities; employment separation, termination
and retirement; etc.);

4.5.14% financial history (e.g., banking, tuition, loan, grants and tax information; donors and donations;
etc.);

4.5.15% criminal history (e.g., complaints; incident reports; criminal record checks; etc.);
4.5.16% images (e.g., student and employee photo identification systems);
4.5.17% anyone else’s opinions about an individual,
4.5.18% an individual’s personal view or opinions; and,
4.5.19% name, address and phone number of parent, guardian, spouse or next of kin>>.
4.6% Privacy breach means <<when there is illegal access to or collection, storage, retention, disposal, use

or disclosure of personal information. The Act describes the only circumstances when and how the
University is authorized to collect, store, retain, dis
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5.2.3.31 Ask the Information and Privacy Officer or Coordinator to review the notification
letters prior to sending them.

5.2.3.4% Student Personal Information only:

5.2.3.4.1%  Send the Associate Registrar, Information, Records and Registration a spreadsheet
(either one you create or an existing class list) of all student names and student ID
numbers whose personal information was breached. Student Services will place a
privacy breach service indicator on each student record in the Student Information
Management System for these students. The service indicator will require students
to make requests for official university documents in person at the Registrar’s
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5.25.2.1% Educate and train staff regarding protection of privacy requirements at the request
of the department in which the privacy breach occurred; and

5.25.2.2%  Prepare periodically a summary of reported privacy breaches, identifying and
recommending solutions to systemic privacy breaches.

T:H5/2" " (A%

6.1 This procedure is administered under the authority of the Archives and Records Management
Department. Questions about interpretation of the procedure may be directed to the University
Archivist. See SFU Archives' website (http://www.sfu.ca/archives

N(30+AKO(, 0+ IN("+, . /(.4 NOD, kK



N(+, . /(, $ NB17;J1}
N(E30+AKO(, 0+"N("+, . /(.4

E"+/4,-%1"-2("%

- /01234)5216307)

. /01234)



