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Sentiment-based Identifcation of Radical Authors (SIRA)

BACKGROUND

As violent extremists continue to
surface in online discussion fo-
rums, law enforcement agencies
search for new and innovative
ways of uncovering their digital
indicators, primarily through the
funding and development of ad-
vanced information technologies to
identify and counter the threat.
Here, researchers have both
described and hypothesized a
number of ways to detect online
traces of extremists, yet this area
of inquiry is in its infancy.

As such, this study proposes a
new search method that uses sen-
timent analysis to identify the most
radical users across approximately
1 million posts and 26,000 unique
users found on four Islamic-based
web-forums, an undertaking that
has been described in the litera-
ture as “searching for a needle in a
haystack.”

STUDY AIMS & RESULTS

Several characteristics of each
user’s postings were examined,
including their posting behavior
and the content of their posts. The
content was analyzed using parts
of speech tagging, sentiment anal-
ysis, and a novel algorithm called

“Sentiment-based Identifcation

of Radical Authors” (SIRA), which
accounts for a user’s percentile
score for average sentiment score,
volume of negative posts, severity
of negative posts, and duration of
negative posts. Results suggested
that there is not a simple typology
which best described the most rad-
ical users online; however, SIRA
was fexible enough to evaluate
several properties of a user’s on-
line activity that could identify the
most radical users in the forums. In
addition, SIRA identifed the same
author across two separate discus-
sion forums as the most radical.
This particular user was linked to a
site that supported terrorists.

CONCLUSIONS

Combining sentiment analysis
techniques and the SIRA algorithm
proved to be a very useful way of
identifying the most radical users in
Islamic-based discussion forums.
However, one of the larger objec-
tives of this project is to enhance
the technologies used to evaluate
extremist-based content on the
Web, as well as identify the pro-
cess of radicalization through the
study of online discussion forums.

We are integrating a temporal
analysis into our model, taking into
account if a user is active during
the time that the data is captured.
Focusing on currently active users
may highlight how our strategy can
be used to identify specifc authors

who are of interest to anti-extremist
groups by examining how users’
radical scores change during their
time on a forum. This strategy may
involve splitting the entire data-

set into months and calculating
each user’s radical score for that
month. From here, sharp changes
in scores, especially ones that are
most current, could be interpreted
as possible changes in motivation
or level of extremism expressed by
an author. This could help identify
characters of interest and minimize
the possible threat posed by vio-
lent Islamic extremists.
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BACKGROUND

The topic of immigration is current-
ly the focus of intense ideological
and policy debates in the United
States. Many debates tend to cast
the foreign-born population as

a relatively homogenous group.
Such rhetorical treatment of this
entire population is highly prob-
lematic because its only defning
characteristic is birth without U.S.
citizenship. Indeed, sweeping gen-
eralizations about the foreign-born
population are typically based on
stereotype or media case study
accounts rather than empirical evi-
dence (e.g., Mears, 2001; Ousey &
Kubrin, 2009; Wang, 2012).

When the foreign-born population

is debated in a more nuanced way,

the population is typically seg-

mented into those who are present

in the United States ‘legally’ and

those who are not. In particular,

those without legal status (often
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