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Privacy Guidelines for Working Remotely 
Last updated: May 4, 2020 (version1.1) 

 
Purpose and scope 
 
As a result of the COVID-19 pandemic, SFU is supporting its employees in working remotely from home. 
Working from home will often require employees to access or use personal information about students, staff,  
faculty, alumni, donors or other individuals. This guideline provides some useful do’s and don’ts to ensure  
the University’s privacy obligations under the Freedom of Information and Protection of Privacy Act are  
upheld while employees work off campus. 
 
Physical Records 
 
• Only remove information from the office that is essential to carry out your job duties. 
 
• Check to see if you need your supervisor’s approval before removing records from the office. 

 
• If possible, take copies of physical records and leave the originals in the office. 

 
• Paper records should be securely packaged and kept under the constant control of the employee while in 
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• Before sending an email, ensure you’re sending it to the correct recipient, particularly for emails involving large 

amounts of personal data or sensitive personal data. 
 

• When accessing enterprise-wide or department-specific systems, you should be sure to: 
o log off the system or shut down computers when not in use; 
o refrain from accessing systems through unsecured wi-fi networks; 
o set an automatic logoff to run after a minimum period of idleness; and 
o do not share the password for a system or computer with any other person, including coworkers. 
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